AGREEMENT WITH BUSINESE ASSOCIATE

This Agresment (“BAA™) iz effective upon execution, and is made by end between ChipRewards, Inc. (“Business
Associate”™y and Lexington-Fayette Urban County Government (“LFUCG™).

LFUCG and Business Associate mutually agree to comply with the reguirements of the Health Insurance Portability
and Accountability Act of 1996 (“FIPAA™) snd ity implementing regelations {45 CFE. Parts 160-64) and the
requirements of the Health Information Techuology for Economic and Clinical Health Act, es incorporates in the
American Recovery and Reinvestment Act of 2009 {the “HITELCT Act™), that are applicable to business associates,
along with any guidance andfor regulations issued by DHES. LFUCG and Business Associale agree in insorporste
indo this Agreement any reguiations isswed with respect o the HITECH Act that relate to the obligations of businass
associates. Business Associate recognizes and agress that it is obligated by law to meet the applicable provisions of

the BEITECH Act.

A Frivacy & Security of Protected Health Information snd Electronic Protected Health Information.

i Permitted Uses and Disclosures. Business Associale is penmitted or reguired o use or disclose
- Protected Heaith Information (“PHI”) and electronic PHI # creates or receives for or from LFUCS or o

- request PHI and slectronde PHI on LFUCE s behalf only as follows:

1 Functions and Activities on LFUCG's Behslf, To perform functions, activitiss, services,
and oporations on behalf of LFUCG, consisfent with HIRAA, the HITECH Act, and their
implementing regulations, as specified in the Porgram Participation Agrement, dated November
28, 2615,

b} Business Associate’s Operations. Business Associate may use the Mintmum Necessary
PHI and electronic PHI for Business Associate’s proper menegeinent and administration or o
carry out Business Associmte’s legal responsibilities. Business Asgociaie may disclose the
Mintmwr: Necessary PHI and electronic PHI for Busipess Asscciate’s proper management and
sdministration or to curry out Business Asgociate’s legal responsibilities only if

(i} The disclosure is required by law; or

{1y Busizess Associate obiains ressonable assurance, evidenced by written contract,
from any person or organization io which Business Assecisfe will disclose PHI or
electonic PHE that the person or orgasization will:

. Haold such PHI, slectronic PHI in conifidence snd use or further disclose
it only for the purpose for which Business Associate disclosed it to the person or
organization or s Reguired by Law; and

b. Promptly notidy Busivess Associate {who will in twn promptiy astife
LFUCG) of any instance of widch the person or organivation becomes aware in
which the confidentiality of such PHI or slecironic PHY was breached,

2. Mintmum Necessary and Eimited Dats Set. Business Associste’s use, disclosure or request of
Protected Health Informeation shall utiize s Limited Dats Set if practicable. Otherwise, Business Assotiste

will, i its performance of the functions, activities, services, and operations specified in Section A.1(2)
above, make reasonable efftrts to use, o discloss, and to reguest of & Covered Entity only the minimmm
amount of LFUCGE's Protected Health Information ressonsbly necessary to sccomplish the imtended
purpose of the use, disclosure or requast.

3. Probibition op Unsuthorized WUse or Disclosprs. Buosiness Associste will neither use nor
disciose PHI or elecironic PHI excent as permitted or reqoived by this Agreement, as otherwise permitied in
writing by LEUCG, or a2 required by jaw. This Apreement does not anthorize Business Associate to use or
discloge PHI or slectronic PHI in & manner that would violate the reguirements of the Health Inswrance
Postability and Accountability Act of 1996 and its Impletenting reguistions {45 CFR. Parte 160-64) or
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the HITECH Act and its implementing regularions, if done by LFUCE, except as set forth in Section
A{L)b).

4. Iaformation Safeowards, Business Associate will develop, decument, implement, maintain, and
use appropriate administeative, technical, and physical sefeguards, in compliance with Social Security Act
5 1173(dy (42 U.8.C. § 13208-2(d)), 48 CFR. Part 164, Subpests C & E, and any other Implementing
reulations issued by the ULS. Department of Health and Human Services (including, but not Hmited o,
CME Acceptable Risk Safeguards, to the extent applicabls
{ttpai/fwere. oms. gov/informationSecurity/14_Standardsanp), and awy other applicable jaws. The
safepuards will be designed o preserve the integrity, ayaiisbility and confidentiality of electronic PEI, and
o prevent infeniional or wpintentional nop-permitted or violating use or disclosure of PHI. Business
Associate will additionally develop any safegnards 1o the exient required by the HITECH Act. Business
Associate will document and keep these safeguards cuyrent. Business Associate agrees fo mifigate any
harmful effect that i5 known to the Business Associate resulting fom s use or disclosure of PHE or
electronic FHI by the Business Associste or its subcontraciors in viclafion of the requirements of this

Agresment,
8. Swbcontraciors and Avents. Business Associate will require any of s subconiractors amd

agents, to which Buginess Associzie ig permitted by this Agreement or in writing by LFULG w disclose
PHI and electronic PHI, to provide reasonsble assurance, evidenced by written combract, that such
subcomtractor or agent will comply with the same privecy end securily obligations as Business Associste
writh respect to-sush PHI and, slectronie PHL

B. Complizece with Standsrd Trapsactions. If Business Assoclate eonduots, in whole or part, Standard
Transactions for or on behalf of LFUCG, Busisess Associate will comply, and will require any subeontractor or
agent involved with the conduct of such Standard Transactions to comply, with esch applicable requirerent of 45
CEER. Part 162, Business Associate will not epter into, or permil iy subcontraciors or agents o enfer info, any
Trading Partner Agreement in connection with the conduct of Standard Transavtions for or on behslf of LFUCG

that:

1. Changes the definition, dsiz condition, or use of 2 data clement or segment in a Standard
Transsotion;

Z. Adds any datn element or segment to the maxirmum defined data set;

3 Uses any code or dofz element thet I3 merced “not used” in the Standard Transaction’s

impiementation specification or i not in the Standard Trananciion’s implementation speciiivation; or

4, Changes the meaning or infent of the Standard Transsction’s Implementation specification.

L84 Individusl Rights.

i. Access., Buginess Associate will, within five (5} business days alier LFUCE's request, make
availeble to LFUCG or, ot LFUCG s direction, to the individusl {or the individuel's personal
reprezentutive) for inspection and obtaining copies any PHI and elecironic PEX abowt the individual that is
in Business Associate’s custedy or contrel, go that LFUCG mey meet ifs access obligations veder 43 CER.
£ 164.524 and, where spplicsble, the FETECE Act. Business Associmte shall make such information
svailable in an slscironic format where directed by LFUCG,

Z Amendment. Business Associate will, upon recelpt of notice from LFULG, promptly amend or
permit LFUCG aceess to amend any portion of the PHI aod electronic PHI, so that TFUCG may meet its
amendment obligetions under 45 CRR, § 164.526.

2 Bisclosure Accouniing, So that LFUCS may meet iis disclosure acconnting obligations under 45
CFR. § 164.528:

ay Disclosime Trackine. Business Associate will record informstion concerning sach
disclosure of PHI or slectronic PHI, nof excepied from disclosure tracking mmder Agresment



Section C.3(b) below, that Business Associate makes to LFUCE or & third party. The Disclosure
Information Business Associste will record includes: (1} the digclosure date; () the name and (i
known) address of the person or entity to whom Business Associnte made the disclosure; (8i) 2
brief descripiion of the PEI or electronic FHI disclosed; and (iv} & brief statement of the purpose
of the disclosure (ftems i-iv, collectively, the “disclosure mformation™). Business Associate
further shall provide eny additiona) information to the extent required by the HITECH Act aud any
sccompanying regulations. For repefitive disciosures Business Associste roakes to the same
person or ewtity for = single pumrposs, Dusiness Associste may provide (x) the disslosure
miormstion for the first of these repetitive disclosures; {v) the frequency, periodicity or number of
these repetitive disclosures; and (2} the date of the fast of these repstitive disclosures,

Business Associate will make this disclomee informaetion available {o LFUCG within en (10}
business days after LFUCG s reguest.

B) Excentions from Disclosurs Tracking, Business Associafe peed not record disclosure
irformation or otherwise acocunt for disclosures of PHY or electronic PHI that this Agreement or
LFUCG in writing permits or reguires (3 for purposes of Treating the individual whe is the
subject of the PHE or clectronic PHI disclosed, payment for that Treatroent, or for the Health Care
-Operations of LFUCG or Busjnes: Asscciste {except where such recording or accouming is
required by the HITECH Act, and as of the effective dates for this provision of the HITECH Act);
(if} 1o the individual who ie the subject of the PHI or electronic PHE disclosed of % that
individusl’s personal representative; (i) prsnant w e valis suthorization by the person who s the
subject of the PHI or electronic PHE disclosed; (iv) to persons involved in that individual’s health
care or Payment related to thet individual's beslth care; (v) for motification for disaster relief
pusposes; (vi) for national seourity or intelHgence purposes; (Vi) e part of 2 Limited Data Sef; or
1viif} to tow enforcement officials or correctionn! instindions regarding innstes or other persons in
fawful custody.

o} Bisclogure Tracking Time Periods. Unles otherwise provided under the HITHCH Act,
Business Associate ymst have gvailsble for IFUCG the disclosure information requived by
Agreement Section C.3{a) for the six (6) vears preceding LIUCEs request for the disclosure
mformation. In addition, where Business Associate is contacted directly by an individual based on
information provided to the Individual by LFUCG, and where so required by the HITECH Act
andior any accompanying regulstions, Business Associate shall meke such Disclosyre Information

available directly o the individual.
&, Restriction Eeyneste: Confidential Copmunications. Business Associate shall immediately

potify LRUCG s Privacy Officer of amy any individual reguest mnde pursnant io 45 CFR. § 164522 that
LYUCG or Business Associate resirict the disclosme of protested heglth information of the individual,
Business Asscciate will comply with any sequests for restriction requesis and confidential communications
of which it is avware and o which LPUCGH agress pursuant i 45 CRR. § 164.522 {5} and (b}

5, Inspection of Books snd Becords, Business Associate will make its Internal practices, books,
and records, reiating to its use and disclosure of FHI or electronic PHI, aveilabls to LFUCG and w0 the U5,
Diepartment of Heakh and Fhumsas Services to determine complisnce with 45 CFR. Parts 160-64 or this

Agrecroent,

1. Breach. Busincss Associzie will report to LFUCG any use or disslosure of FHI or electronic PHE
not permitted by this Agresment or by LFUCG I writing. Business Associate will make the report fo
LFUCG s Privacy Officer within thres (31 basiness days after Business Associnte knew or by the exerciss
of ressomsble diligence should have known of such non-permitted use or disclosure. In addition, Business
Assoviate will repost, following discovery and without varessonable delay, but in no event Iater than three
£3) business days following discovery, nay "Breach” of "Unsecurad Protected Health Information” as these
terms are defined by the BITRCH Act and any irmplomenting rezulations, sven if Bysiness Associste deems
the unmihorized scguisition, acoess or use 1o be in good fith, wnintentional or madvertent and even if
Business Associats deemns the risk of harm posed to the individuals involved to be insignificant. In the



eyvent the Breach of Unsecured Protecied Health Information davolves the Protected Heslth Information of
Medicare Advantage bepeficiaries, Business Associate shall report the Breach within two {2} business days
provided one of the following is frue: (i) there it & potentia! for significant bensficiary harm (Le., & high
likelihood that the information was used insppropriately} or situations thet may have heightened public or
media sorutiny (Le., n higher mmsber of beneficiaries affocted or particuiarly cgregious breaches). Business
Associate shall cooperate with LFUCGS in investigatng the Breach snd in mesting the LFUCG:
obligations under the HITECH Act and any other gecunity breach notification laws.

Any such report shall include the identification (f known} of each individual whose Unseoured Protected
Health Information has been, or is ressonebly belleved by Business Associate o bave been, accessed,
soguired, or disclosed during such Breach. Business Associnte’s report will, af & mindmym:

a} Identify the nature of the non-permitied secess, use or disclosure, including the date of
the Breach and the date of discovery of the Breach;

B} Fdentify the PHI or electronic PHY accessed; wsed or disciosed as piet of the Breach (2g.
firfl name, aocisl sscurity number, date of birtk, efo.);

o} Identify who made the non-permitied of violating access, use or disclosure and whe
received the nor-permitted diselosire;

d} Identify what corrective action Business Associate took or will take to prevent further
non-permitied access, uses or discloaures; :

) Identify whet Business Associate did or will do %o mitigate any deleterious effect of the
non-permitied acesss, use or disclosure; and

f) Provide such other inforromtion, incinding & writien report, as LFUCD may reasonably
request.

Z. Secprity Incident. (o) Brsiness Associate will report to LFUCG any atiempted or successiul )
any unsuthorized nocass, use, disclosure, modification, or destruction of LFUCG s elecironic PHI of which
Business Assocists becomes aware, or (i) any interference with system operations in Business Assotinie’s
Informstion System conigining LFUCE s electronie PRI (“Security Incidert™) of which Business Assoviate
becomes nware, Business Associate will make this report upon LFUCH s request, except if any such
Security Incident resulted In an ynethorized access, use, or disclosure of LFUCGE s ¢lecironic FHI not
permifizd by this Agreement. Ifthe Security Incidest resulted in an unawthorized access, use, or disclosure,
then @ writier report shall be provided according 1o the timeline and comtent requirements In Section D1

above, :

&y Business Associste undersiands that some of the duta it will Use, Disclose or have access 10 may be
datn of Medicare beneficiaries. In the event that Business Associate Uses, Discloses, or has access to data
of Medicars bensficiaries other than Medicare Advantage beneBcisries ("Regular Medicare
Bensficiaries™), Business Associae wnderstands that, with regpect to PHI, s defined in the above recimls,
EFUCG has = higher duty to report security imcidenis, as defined below, than with commercial
beneficiaries. As a result, Business Associate agress to report any security incidents invelving PHI of
Reguiar Medicare Beneficiaries within sixiy (60} minutes of discovery of such incident or otherwise, 5o
thar LFUCG will have 2 reasonable amount of time fo report said security incident to the Center for
Madicare and Medicald Services (CMS) scoording to the deadlines set forth by CMSE. Buminess Associate
agrees 1o provide promptly any information related to such security incident or Business Associats’s
responss tosush ingident that LFUCG shall reasonably reguest,. Business Associste understands and agress
that security incidents, as used in this subsection 1.2 shail mean the following:

A vecurity Incident js fhe attempied or sucsessin! mmeuthorized socess, use, disclosure,
modification, or destruction of information or interference with system operations in an
inforraation systeme. B alse means the loss of data through theft or device misplacement,
logs or misplacenent of bardeopy documents and misroutiog of mail, all of whick may
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have the potential to pul the data at risk of unsuthorized access, use, disclosure,
modification, or destmction.

KR Mitigation. Business Associate agrees to mifigate, to the extent practicable, any harmif? effect
resuliing from any Breach or aftempted or successful Seowrity Invident. In addition, Business Associate
shall cooperate with and fpslement any ressonzble mitigation requesis by LFUCC relsting to any Broach
or aiterapted or suceessfnl Secwrity Incident. Any mitigation performed pursuant to this Section shall be
done s Business Associate’s sxpense.

Genera! Provisions.

i. Termination of Avveement.

ay Riehtto Terminate for Bresch.

5}

i LFUCG may termingte Agreement if i determines, in s sole discretion, that
Buginess Associate has breached any provision of this Agreement. LFUCC may exercise
this right ‘o tormingte Agreement by providing Busipess Associate writien notive of
terminstion, siating the breach of the Agreement that provides the basis for the
termingtion, Any such tenmination will be effective immediately or at guch other date
specified in LFUCE s notice of termination. IF for any veasopn LFUCG determines that
Business Associate has breached the termms of this Apreement and such breack has not
been cured, bt LFUCG determines that termination of the Agreement is not feasible,
LFUCG may report such breach to the U8, Diepariment of Health and Hrman Services.

{ii}. Businsss Associale may ferminate Agrsement If ¥ determines, after reasonable
gonsulting with LFUCG, thet LFUCG hes breached any meferial provision of this
Agreement and upon writien notice (o LFUCG of the breack, LFUCS fails to cure the
breach within thirty (30} daye afier recsipt of the notice. Business Associgie may
exercize this right to terminste Agreement by providisg LFUCG written notice of
termination, stating the fatture to cure the breach of thizs Agrecment that provides the
bagls for the termination. Agny such terminetion will be effective upon such reasonable
date as the parties muually agree. If Busingss Associste ressonably determined that
LFUCG hos bresched » mmterial provision of this Agreement and such breach has not
been cured, bt Business Asscoiate and LFUCT mumally determine that termination of
the Agreement is not foasible, Business Associate may report such breach fo the U8,
Diepartment of Health snd Fuman Services.

Oblgations ypon Termination.

{iy Eeturn or Destrostion. Upon terminstion, cancellstion, expiration or other
conclusion of Agreemeni, Business Associate will, if feasible, retwn o LFUCG or
destrov all PRI and electronis PHI & whatever form or medium (melading any slectronic
mediom; and all copies of any data or compilstions derived from snd allowing
identification of any individual who is a subject of PEH and clectronic PHI. LRUCG wil
determing, in its sole discretion, whether Business Associate will destroy or return such
PHI and electonic PHI. Business Associate will complste such retwrn or destruction as
promypstly ag possible, b not later then ten (1) business days after the effective dafs of
the terminstion, cancsllsfion, expiration or other conclusion of Agreement. All costs
relzted to the Business Associate’s retum or destruction of PHI and slectronic PRI will be
peid by the Business Associate. Business Associate will identify any PT and electronic
PHI that capoot feasibly be returned fo LFUCES or destroyed. Business Asgsociate will
Hemit its futher use or disclosure of thet PHI and clectronic PHU 1o those purposes that
make return or desiwuction of that PHI and slectonic PHI infessible. Within fen (18}
business days after the effective date of the fermination, canceliation, expiration or other
conclusion of Agreement, Buesiness Associate will (2} certify on oath b witng to
LFUCG that such returp or desiruction has been completed, (b} deliver to LFUCT the
identification of any PHI and electronic PHI for which return or destruction is infeasible,




and (¢} certify ihat # will only use or discloss such PHI and electronic PHI for thoss
purposes that meke retwrn or destroction infeasible.

(i} Continping Privacy Obligation. Business Associate’s obligation to protect the
privacy of the PHI and electronic PHI it crested or revcived for or from LFUCG will be
comtinuous and swrvive termination, cancelistion, expiration or other conclusion of

Agresment.

o} Qrher Cbligations and Rights. Business Associate’s other obligations and rights snd
LFUCG's obligations and rights wupon termination, cencellation, expiration or other conchusion of
Agreement will be those set ot it the Agreement.

2. Indemuity. Pusinsss Associste will indemuify and held hermless LFUCG and eny LFUCG
sffilists, offiver, director, smploves or agent from md agalnst any claim, cause of action, liabiliyy, damage,
cost or expense, inchuding attorneys” fees and court or proceeding costs, arising out of or in connection with
#nv pon-permitied or violsfing wse or discloswe of PRI and electronic PEI or other breach of this
Agreement by Business Associste or any subcontractor, agent, person or entity under Business Associate’s
contrel.

a} Right 4o Tender or Undertake Defense. ¥ LFUCG is pamed 8 petly in apy judicls)
sdministeative or ofher proceeding arising out of or in connecHion with sny non-permitted or
violating use or discloswe of PHI and electronic PHY or other breach of this Agresment by
Businsss Associzte or any Subconiracior, agent, persom or eniity umnder Business Associmte’s
confrol, LFUCG will bave the option at any time to either: (i) tender itz defense to Business
Associate, fn which case Business Associate will provide gualified attornsys, consultants, and
oiher approprizie professionals 1o represent LYUCG s interesis at Business Associate’s expenss,
or (i) underiake s own defense, choosing the atiorneys, consulints, and other approprinie
professionsls to represent its interests, in which case Business Associnte will be responsible for
and pay the reasonable fees and expenses of such attorneys, consultants, and other professionals.

b) Right fo Contrel Besolption. LFUCG will have the sole right and diseretion to ssitis,
compromiss or otherwise resoive any and all claims, causes of actions, Habilities or damagss
sgaimst i, notwithstanding thet LFUCG mav have tendered its defemse to Business Associate.
Apy such resofution will not velieve Business Associate of its obligation fo indemnify LFUCG

under this Agreement Section E.Z.

3 Brefinitions. With respect to any information crested, received, maintaimed, or frangmitted by
Businsss Associate frotn or on behalf of LFUCG or spother business associate of LFUCG {("LFUCG
Information™}, the following definiifons apply:

ay The capitalized terms “Covered Enilty,” “Blectromic Protected Health Information
{(“glectronic PHT” or “ePHD” shell be construed to be “Blectronic Protecied Heakh Information”),
“Protecied Health Information” {“FHI” shall be construed to be “Protected Healih Information”™),
*Standard,” “Trading Pariner Agreement,” amd “Traveaction” bave the weanings sef out in 43
CEE. § 160,105,

B} The tersm “Stendard Transactions™ shall bave the meaning sef out in 45 CF.E § 162.103. The
term “Minimum Necessary” shall have the meaning set out in 45 CER. § 184,502

¢}  The term “Required by Law” ha the meaning sot ow in 45 CER § 164.103,

dy ‘The terms “Health Care Operations,” “Payment,” “Research,” and “Treatment” bave ihe
meenings 36t out in 45 CFR, § 164,501,

e} The term “Limited Diata Set™ has the mesning sef ont in 45 CFR § 164.514(g). The term
“pse” mewmss, wWith respect to PHI, utilization, employment, sxamination, snalysis or application
within Business Associate.



i The terms “disclogs” and “disclosure” mean, with respect to FHI release, transfer, providing
socess to or divulzing 1o 2 person or entity nof within Business Associste.

g) Any other capitalized terms pot identified here chall hove the meaning as set forth in 45 Code
of Federal Ragulations (“CTR.™) Parts 160-64 for the Administrative Simplification provisions of
Title T1, Subtitle ¥ of the Health Insursnce Portabily and Accountabllity Act of 1996 (“HIPAA™),
of in the Health Information Technology for Beonomic and Clinios! Health Act, as incorporated in
the American Recovery and Reinvesiment Act of 2009 (the “HETECH Act”™).

4. Owyer of Protocted Health Information. LFUCG is the exclusive owner of PHI and electronic
PHI peperated or used under the terms of the Agreernent or this Apreement,

5. Amendment to Asyeement. Upon the effective date of any fnel repulstion or amendment 10
final regulations promulgated by the U.S. Diepartment of Health snd Fuuman Services with respect to PHI,
slecironic PHT or Sinndard Transactions, this Agreement will antomatically amend such that the obligations
they impose on Business Assovizte remain in complizace withrthese remulations,

6. Disclosure of De-iientified Diata, The procsss of converting PHE or electrondc PHI w0 De-
identified Data (“DIEF) is set foith in 45 CFR. § 164514, In the event thet LFUCG provides Businesy

Associate with DID, Businese Associate shell not be given scosss to, nor shall Business Associate attempt
to develop on its own, any keys or codes that can be used to re-idertify data

7. Creation of De-dentified Data, In the event Business Associzic wishes to convert PHY or
slectronic PHY to DI, it must first subject ifs propossd plan for acosmplishing the conversion to LFUCG
for LFUCG s approval, which shall not be unreasonably withheld,

B Intemé, The parties agree that there are po imtended third party beneficiaries under this
Agreement.

M WITNESS WHEEBEREQR, LFUCC and Business Associste éxecufe this Agresment in multiple originals to be
effective on the last date written below.

ChipRewards, Ine. Eesington-Faystte Urbap County (overnment
o o Sl

Tr?ﬁiﬂmar{
Tite: Chief Operating Officer Title:

Dhate: Fanmary 31, 2013 Drate:



