RESOLUTION NO. __ g2 2019

A RESOLUTION AUTHORIZING AND DIRECTING THE MAYOR, ON BEHALF OF THE
URBAN GCOUNTY GOVERNMENT, TO EXECUTE A MEMORANDUM OF
UNDERSTANDING WITH KENTUCKY STATE POLICE FOR THE SHARING OF
INFORMATION.

BE IT RESOLVED BY THE COUNCIL OF THE LEXINGTON-FAYETTE URBAN

COUNTY GOVERNMENT:

Section 1 - That the Mayor, on behalf of the Lexington-Fayette Urban County
Government, be and hereby is authorized and directed to execute the Memorandum of
Understanding, which is attached hereto and incorporated herein by reference, with
Kentucky State Police, for the sharing of information.

Section 2 - That this Resolution shall become effective on the date of its passage.

PASSED URBAN COUNTY COUNCIL: FPebruary 21, 2019

s e

MAYOR

ATTEST:

CLERK OF URBAN COUNTY COUNCIL
0116-19: MRS X ACASES\POLUICEV 9-LECOD1\LEGW0843541.DOCX



Kentucky State Police Intelligence

Memorandum of Understanding
The Kentucky State Police (KSP) and Lexingtog-Fayette Urban County Government o0
behalf of the Division of Police (User Agency) enter info this memorandum of

understanding (Agreement) that outline the terms that govern the receipt, usage and
security of personally identiflable information (Pll) defivered to Ussr Agency by KSP
Intelligence personnel.
The Agreement memorializes

1) KSP's requirements from a requestor to fill a request;

2) The obligations of the requestor regarding the use of that information; and

3) The consequences that may flow from the User Agency’s failure to adhers to

this Agreement.
KSP Inteliigence conducts its operation in conformity with 28 CFR pt. 23 and the LEIU
Criminal Intelligence File Guidelines as recommended by the National Cdminal
Intelligence Sharing Plan (2005 version). The purpose of this MOU is to allow KSP to
disseminate personally identifying information to “law enforcement authorities who shall

agree 1o follow procedures regarding receipt, maintenance, [and] securly” in
accordance with 28 CFR pt. 23.20(f) to support criminal investigations.

1)  DEFINITIONS

Right to know: The requestor has an official capacity and statutory authority to receive
the information being sought.

Need to know: The information requesied is pertinent and necessary to the requestor
in initiating, furthering, or complsting an Investigation.

Law Enforcement Entity: Govermnment agencles or any subunit theraof that performs
the administration of criminal justice pursuant fo a statute or executive order and that
exercises law enforcement or criminal investigation authority, State and federal
Inspector General Offices are included as are offices of both Kentucky County and
Commonwealth Attomeys. 502 KAR 30:10(1)(3)(b}, 28 CFR 20.3(g}, 28 CFR 23.3(b}(4).

Personally identifying information: Information traceable to the individual and that
person's behavior including, but not limited to, name, address, telephione number, e-
mail address, financial account number, govemment-issued identifler, and any other
data used or intended to be used to identify, contact or precisely iocate a person.



2. INITIAL REQUEST

User Agency undarstands that it must 1) establish a need and right to know information
and 2) produce sufficlent facts to demonstrate that a reasonable suspicion of criminal
activity by a person or organization as a condition precedent io KSP dissemination of
Pil to User Agency requeslor. 28 CFR pt 23.20. These conditions shall be met to the
KSP Intelligence Analysl's satisfaction. The conditions in this paragraph need not be
met for KSP 1o share Pll with User Agency if dissemination is necessary to avoid
imminent danger to iife or property. 28 CFR pt. 23.20(1)(2).

Law enforcement entities (except Lexington and Louisville police depariments) shall
contact the Criminal Intelligenca Analyst at tha KSP Post in which the entity is located
for support. Lexington and Loulsville police depariments, Federal, out of state and
Kentucky state govemment entities located in Frankfort shall contact the KSP
Intelligence Branch for support.

KSP shall only disseminate Pil to User Agency via LEQO e-mail, facsimiie, or hand-
delivery.

User Agency understands that information provided under this agreement is lead
information only and must be comroborated before teking any acilon. The Agency
undersiands that data it receives under this agreement may contain errors.

3.  BETENTION

&) Information that User Agency recaives under this agreement shall be destroyed when
the purpose for which it was originally requested is comnplete. This provision shall be
narrowly construed. User agency wilf destroy any information it recelves thai it
subsequently detenmines fo be misleading, obsolste or otherwise unreliable. 28 CFR pt
23.20(h).

Regardless of the original purpose, User Agency shall destroy any information that it
obtains under this agreement at the end of 365 days. Destruction means shredding,
buming or any other method that shall render the information unusable.

b) KSP is the custodian of any information that it gives to User Agency for the purposes
of the Kentucky Open Records Act. information that User Agency oblains from KSP
under this agreement is generally exempt from disclosure as It is “intelligence” as used
in KRS 17.150(2). User Agency shall inform KSP immediately upon receipt of an open
records request that User Agency detarmines may apply to information that User
Agency has received under this Agreement.

4, SECURITY

Usar Agency shall employ eppropriate administrative, physical and technical safequards
to protect the information i receives from KSP to prevent unauthorized access.



5 DISSEMINATION

User agency shall not share information that R obtaine under this agreement with
another agency withoul obtaining pemmission from KSP. User agency understands that
KSP will share any information with third party agencies it obfains from User agency
under this agreement UNLESS User Agency informs KSP that its dissemination should
be limited. User Agency gives its consent for KSP Criminal Intelligence Analysts to
access any files that User Agency submits to the KyOPS dafabase.

6.  AUDIT

User Agency agrees to maintain an audit lrail that documents any access by those with
a need lo know information provided under this agreement. User Agency will aliow KSP
to inspect the audit trail upon request.

7. SECURITY BREACH

Each parly shall promptly notify the other of any event that may result in the
unauthorized collection, access, use, or disclosure of Pll subject to this Agreement
{"Security Breach"). The parties shall make reasonable efforis to assist one ancther In
relation fo the investigation and remedy of any such Breach and any claim, allegation,

action, suit, proceeding, or litigation with respect {o the unauthorized access, use, or
disclosure of Pl.

8. ONSEQU F VIO OF AGREEMENT

Violation of this agreement by User Agency may result in the immediate termination of
User Agency's privilege of receiving service from KSP Intelligence as well as the
imposition of civil and criminal sanciions against the User Agency and/or its employees
for breach of the termms of this Agreement and/or the unlawful use or dissemination of
informaltion. User Agency acknowledges and agrees that use or disclosure of information
in 2 manner inconsistent with this agreement will cause irmeparable damage and in such
event KSP shall have the right 1o equitable and injunctive relief as well as damages
incurred by KSP as a result of the violation of the lerms of this agreement by User Agenicy
or its empioyees.

8. IN Ty

Excepl as otherwise prohibited by law and without waiving any defenses to which it may
be entitled, User Agency shall indemnify and hold harmiess KSP, the Commonwealth of
Kentucky, and their employees, for any and all claims, damages, judgments, lawsuits,
and other matters thal may result from the User Agency's use or rellance upeon the
information R receives from KSP Intelligence personnel under the iemms of this
agreement. User Agency shall also indemnify and hold harmiess the KSP, the
Commonwealth of Kentucky, and their employess, for all damages, claims, cosis,
expenses, awards, or judgments of any nature, type or description, including attomeys'



fees, which might be asserled by any person or entity stemming from the negligencs
and/or fault of User Agency or lts employess In the exercise or enjoyment of this
agreement, including but not limited to, the dissemination of confidential information
and/or erronecus information. User Agency understands that information provided
under this agreement is lead information only and must be corroborated by User
Agency before taking any action.

10. DISCLAIMER

KSP disclaims any warranty as fo the valldity of the information obfained under this
Agreament. KSP shall not be Hiable to the User Agency, its designees, or any other third
party for any damages arising from the use of said Informalion obtained under this
Agreement.

11.  AGREEMENT PERIOD

This agreement is effective upon the last signature of the duly authorized
reprasentatives of the parties and remains in effect for three years.

12, APPLICABLE LAW/NENUE

This Agreemnent shall be govemed by, construed and interpreted under the laws of the
Commonwealth of Kentucky, without regard to its laws relating to confiict or choice of
laws, The parties agres that the exclusive jurisdiction and venue for any legal action that
is brought on the basis of this Agreement is the Franklin County Circuit Count of the
Commonwealth of Kentucky.

= : L.{C__L- dasikan) o
Signature of Lexington-Fayatie Urban County Govemment,
Linda Gorton Mayor Date

Printed Name and E-mail address of Usar Agency Head



Post Commander Date
Kentucky State Police

Mﬁwé@eé—ﬂ'f g

Inteliigence Commander Date
Kenlucky State Police
ﬂ; L\ i #8577
‘Commissioner Date
Kentucky State Police
USER AGENCY NAME _Lf_émoﬁ Dwision of Po\ice
ADDRESS DO Eas Vaodn Sryvee

LES;L\\S*'DY\ y ¥4 . Hosoq
TELEPHONE NUMBER BSA- DD - D000

ORI NUMBER YoY% 0 200

Mail or fax signed MOUS to the KSP Post that services your area.



