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Keniucky Siate Police intelligence
Memerandum of Understanding

The Kentucky State Palice (KSP) and Lexingtop-Fayette Urban Counly Government on
bchnlfo[ghg Division of Police (Usar Agency) enter into this memorandum of
understanding (Agreement) that oulline the terms that govem tire receip!, usage and
security of personaliy identifiable information (PIl} delivered to User Agency by KSP

Intelligence personnal.
The Agreemen! memorializes
1) KSP's requirements from a requestor to fiil a request;
2) The chiigations of the requestor regarding the use of that information; and
3) The consequences that may flow from the User Agency’s failure to adhere fo
this Agresment.
KSP Intefligence conducts its operation in conformily with 28 CFR pt. 23 and the LEIU
Criminal intelligence File Guidelines as recommended by the National Criminal
Intelligence Sharing Plan (2005 version). The purpose of this MOU is to allow KSP to
disseminate personally identifying infonnalion to “law enforcement autharities who shall

agree to lollow procedurss regarding recsipt, maintenance, [and] security in
accordance with 28 CFR pt. 23.20(f} to support crminal investigations,

1)  DEFINITIONS .

Right t¢ know: The requestor has an official capacity and slatutcty authority o receive
the information being sought.

Need to know: Tha informatlon requested is pertinent and necessary to the requestor
in initiating, furthering, or complating an Invesliganon.

Law Enforcemenl Entity: Govemment agencies or any subunit thereof that parfoms
the administration of criminat justice pursuant to & statuts or executive order and that
exercises law enjorcement or ciminal investigation authority. State and federal
Inspector General Offices are included as are offices of both Kentucky County and
Commonwealth Attomeys. 502 KAR 30:10(1)(3)(v), 28 CFR 20.3(q), 2B CFR 23.3(b){4).

Personaily Identitying information: Information tracaable to the individual end that
person's behavior including, but not limited to, name, address, telephone number, e-
mail address, #inancial account number, govemment-issued identifler, and any other
date used or intended o be used o idantify, contact or precisaly locale a person.



2, INITHAL REQUEST

User Agency understands that it must 1) establish a need and right to know information
and 2) produce sufficlent {acts to demonstrate that a reasonable suspicion of criminal
activity by & person or organization as a condition precedent to KSP dissemination of
PH to User Agency racuesloar. 28 CFR pt 23.20. These condifions shali be met to the
KSP Intelligence Analyst's satisfaclion, The conditions in this paragraph need not be
met for KSP lo share Pl with User Agency if disseminatlon is necessary to avoid
imminent danger to life or propery. 28 CFR pt. 23.20(142). .

Law enforcement entities (except Lexington and Loulsville police depariments) shall
contact the Griminal Intelligenca Analyst at the KSP Post in which the anlily is located
for supponl. Lexington and Loulsville police depariments, Federal, out of state and
Kentucky state govemmaent entitles iocatad in Frankfort shal contact the KSP
Intelligence Branch for suppott.

KSP shall only disseminate Pl lo User Agency via LEQ e-mail, facsimile, or hand-
delivery.

User Aglency understands that information provided undar this agreement is lsad
information only and must be comobarated before taking any action. The Agency
understands thet data it ressives under this agréoment may contain errors.

3. . BETENTION

a) Information that User Agancy recaives under this agreement shall be destroyad when
the purpose for which it was originally requested is cormplste. This provision shall be
narrowly construed. User agency will destroy any information it receives that it
subsequently detenmnines fo be misleading, cbselete or otherwise unrefiable. 28 CFR pt
23.20(h).

Regardless of the original puspose, User Agency shall destroy any information that &
obtains under this agreement at the end of 365 days. Destruction means shredding,
buming or any other melhod that shall render the information unusable.

b) KSP is the custodian of any information that it gives to User Agency for the purposes
of tha Kentucky Open Records Act. Information that User Agency obtains from KSP
under this agreement is generally exempt from disclosure as it is “intelligence” as used
in KRS 17,150(2). User Agency shail Inform KSP immediately upon recelp! of an open
records requesk that User Agency determines may apply to information that User
Agency has recsivad under this Agreemant,

4. SECURITY

Usar Agency shall employ appropriate administrative, physical and technical safeguards
to protect the information it receives from KSP to prevent unauthorized access.
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5 DISSEMINATION

Usar agency shali not share information that It oblains under this agreeament with
another agency withoul obtaining permission from KSP. User agency understands that
KSP will share any infarmation with third party agencies it oblains from User agency
under this agreemen! UNLESS User Agency informs KSP that Its dissemination should
be fimiied. User Agency gives its consent far KSP Criminat inteligence Analysts to
access any files that User Agency submils to the KyOPS database.

5. AUDIT

User Agency agrees o maintain an audit trall that documents any access by those with
a nead to know information provided under this agreement. User Agency will ailow KSP
to inspect the audit trail upon request,

7. SECURITY BAEACH

Each party shall promptly notly the omer of any everi that may result in the
unauthorized collection, access, use, or disclosure of Pl subject to this Agreement
{*Security Breach®). The parties shall make reasonable efforls fo assist one ancther in
relation o the Investigation and remedy of any such Breach and any claim, allegation,
action, suit, proceeding, or fitigation with respseet lo the unauthorized access, use, or
disclosure of PIl.

8. CONSEQUENCES OF VIOLATION OF AGREEMENT

Violation of this agreement by User Agency may resull in the immediate tarmination of
User Agency's privitege of receiving servige from KSP Intelligence as well as the
impositlon of civil and criminal sanctions against the User Agency and/or iis employees
for breach of the terms of this Agreement and/or the unlawlul use or dissemination of
information. User Agenoy acknowledges and agrees that use or disclosure of information
in a mannar inconsistent with this agreemant will cause irreparable damage and in such
event KSP shall have the right to equitable and injunctive relief as wali as damages
incurred by KSP as a result of the violalion of the ferms of this agresment by User Agency
of its employees.

9. INDEMNITY

Except as otheiwise prohibited by law and without waiving any dafenses ta which it may
be entilled, User Agency shall indemnify and held harmiess KSP, the Commonwealth of
Kenlucky, and their employees, for any and ali claims, damages, judgments, lawsuils,
and other matters that may result from 1he User Agency's use or reflance upon the
information R receives from KSP Intelligence personnel under the terms of this
agreement. User Agency shall also indemnffy and hold harmless the KSP, the
Commonwealth of Kentucky, and their employess, for all damages, claims, cosls,
expenses, awards, or judgments of any nature, type or description, including attorneys’



tess, which might be asserted by any person or entity stemming from ihe negligence
andfor fault of User Agency or its employess In the exercise or enjoyment of this
agreement, including but not limited to, the dissamination of confidential information
and/or erroneous Information. User Agency understands that information provided
under this agreement Is lead information only and must be coroborated by User
Agency hefore taking any action.

10. DISCLAIMER

KSP disclaims any warranty as o the valldily of the information oblained under this
Agreement. KSP shall not ba fiable to the User Agency, its designees, or any other third
parly for any damages afising fram the use.of said Information oblained under this
Agreement.

11. AGREEMENT PERIOD

This agreemeni Is effective upon the fast signsture of the duly authorized
reprosentatives af the parties and remains in effect for thrae years.

12, APP BLE LAW/VEN

This Agraement shall be govemed by, construed and Intarpreted under the laws of the
Coemmonwealth of Kentucky, without regard to its laws relating o confiict or choice of
laws. The parties agres that the exclusive jurisdiction and venue for any legal action that
is brought on the basls of this Agreement is the Franklin County Circult Court of the
Commonwaalth of Kentucky.

User Aasncy Head agrees thaet he or she will ensure that User Anency persannel

have read and undersiand the terins included herein prior to requesting support
from KSP Intelligence.

A o) Soctin)

Signature of Lexingtan-Fayelie Urban County Govemment,

Linda Gorton Mayor Date

i mpoamm

Printed Name and E-mail address of Usar Agency Head



Post Commander Date
Kentucky State Police

_@&Ka«/f;@a&é 4-24

Inteliigence Commander Caw
Kenlucky State Poiice

ﬂ & %ﬁ v 7
-‘Commissioner Date

Kentucky State Police

USER AGENCY NAME Lexraron Dwision of Poice

ADDRESS SO Eassy Moon Syeei
Lmhs%-cm . H0s0M

TELEPHONE NUMBER DS - ATD - 3ko o0

ORI NUMBER ¥ oxt 0 200

Mail or fax signed MOUs to the KSP Post that services your area.



